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A B S T R A C T 

Smart grids now support critical energy infrastructure, yet cyber security vulnerabilities continue to grow rapidly 
worldwide. Existing legal frameworks remain fragmented, leaving unclear jurisdiction, weak liability rules, and inconsistent 
technical standards across utility networks. This research investigates how legal mandates can better address these 
persistent vulnerabilities within critical energy systems. It aims to identify major technical weaknesses, analyze existing legal 
mandates, and propose meaningful regulatory reforms. A qualitative approach guided this study, combining doctrinal 
analysis with documents analysis of scholarly literature and official regulations. Findings reveal fragmented technical 
standards, overlapping jurisdiction, unclear liability, and slow adaptation toward emerging technologies like artificial 
intelligence. These weaknesses extend beyond electricity into other interconnected critical infrastructure sectors. The study 
recommends standardized technical requirements, consolidated regulatory authority, and clearer liability frameworks to 
strengthen accountability. Applying these recommendations could help protect hospitals, transportation, and essential daily 
services from future disruption. Continued legal and technical cooperation remains necessary for securing critical energy 
infrastructure long-term. 
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I.  INTRODUCTION 

Smart grids now power hospitals, factories, and homes across the world. One cyber attack on a control 
system can black out an entire city. This risk is not imaginary; it has happened in several countries. Smart grids 
connect traditional power lines to modern digital sensors and software. This connection brings speed and efficiency, 
but also danger. Hackers can enter through weak digital points and cause serious damage. Energy is a critical sector, so 
disruption affects millions of people. Legal systems must create strong rules for this technology. Many countries still 
rely on outdated energy laws written before smart grids existed. This gap between technology and law creates real risks 
for public safety. Weak legal mandates leave utilities without clear cyber security obligations. Attackers exploit this 
uncertainty to target vulnerable energy infrastructure. Understanding these risks and legal mandates is essential for 
policymakers today. This article studies that pressing legal challenge (Bazilian & Bronk, 2014). 

Smart grids replaced traditional power systems over the past two decades. They use digital communication 
networks to manage electricity supply and demand. This shift improved efficiency but expanded the attack surface for 
hackers. Cyber attacks on energy infrastructure have increased sharply in recent years. Early research focused mainly 
on technical solutions like firewalls and encryption. Fewer studies examined the legal frameworks governing smart 
grid security. Governments introduced scattered regulations, but coordination remains weak across sectors. Many laws 
address general cyber security without addressing energy-specific vulnerabilities. This creates confusion about who 
holds responsibility during a cyber attack. Previous studies identified technical weaknesses in smart grid architecture 
successfully. However, they gave limited attention to legal accountability structures. This gap between technical 
knowledge and legal preparedness needs urgent attention. The current study addresses this specific shortfall in legal 
research (Achaal, 2024). 

Legal scholars know that smart grids face growing cyber security threats. Governments have created some 
rules to manage these digital risks. However, unclear jurisdiction remains a major unresolved legal problem. This 
disagreement delays urgent responses to cyber attacks on energy systems. Utility companies face conflicting 
compliance requirements from multiple regulatory bodies. No single legal framework clearly assigns cyber security 
responsibility for smart grids. This problem matters because energy failures endanger public health and safety. 
Without clear legal mandates, utilities may under invest in cyber security protections. This study defines the problem 
as fragmented legal authority over smart grid security. It asks how existing laws fail to allocate clear responsibility. It 
also asks what legal reforms could close this accountability gap. Answering these questions will help create safer, 
better-regulated energy infrastructure (Anderson, 2018). 

Recent literature offers strong technical insight into smart grid vulnerabilities. Abbasi reviewed cyber security 
strategies and identified major mitigation techniques for grid vulnerabilities. That study found that layered defense 
systems reduce attack success rates significantly. It also noted that vulnerabilities keep changing as attackers adopt new 
methods. This constant evolution challenges regulators trying to create stable legal standards. Static laws cannot easily 
address rapidly shifting technical threats. Researchers recommend flexible, adaptive regulatory frameworks for critical 
infrastructure protection. Such frameworks would allow rules to update alongside emerging digital threats. Few legal 
scholars have proposed concrete adaptive regulatory models so far. This absence leaves policymakers without practical 
tools for grid protection. Technical knowledge keeps advancing while legal frameworks stay largely static. Closing this 
distance requires direct cooperation between engineers and lawmakers (Abbasi, 2025). 

Alomar and colleagues examined major cyber attack incidents affecting smart grids worldwide. Their study 
documented rising attack frequency and severity across different regions. They found that attacks often exploit 
outdated communication infrastructure within utility networks. The authors called for stronger international 
cooperation on energy cyber security standards. Their analysis focused mainly on technical incident response, not legal 
mandates. This pattern appears across current smart grid research broadly. Technical solutions receive extensive 
attention, while legal frameworks remain underdeveloped. Both studies confirm that vulnerabilities are well 
understood technically but poorly regulated legally. Neither study proposed specific legislative language for grid 
protection. This absence highlights a clear divide between technical and legal scholarship. Bridging this divide requires 
combining engineering findings with enforceable legal standards. Such combination would strengthen both 
prevention and accountability across energy systems (Alomari et al., 2025). 

The reviewed literature strongly documents technical vulnerabilities within smart grid systems. Researchers 
have mapped attack methods, weak points, and mitigation strategies extensively. Legal accountability frameworks 
received comparatively little scholarly attention across these studies. Existing research rarely connects technical risk 
assessment with binding legal obligations. Few papers propose specific legal mandates tailored to energy sector cyber 
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security. Suggestions for future research often call for stronger regulation without detail. This vague language leaves 
policymakers without clear legislative direction. A genuine gap exists between identifying risks and creating 
enforceable legal solutions. This research addresses that gap by analyzing legal mandates directly. It moves beyond 
technical description toward concrete regulatory recommendations. This direction offers a fresh contribution to legal 
cyber security scholarship (Arjmand et al., 2024). 

To identify the major cyber security vulnerabilities within smart grid infrastructure.  

To analyze existing legal mandates governing critical energy sector cyber security.  

To propose regulatory reforms that clarify legal accountability for smart grid protection. 

How can legal mandates be reformed to effectively address cyber security vulnerabilities within the critical energy sector's smart grid 
infrastructure? 

This research holds significant value for legal scholars and policymakers alike. It clarifies confusing 
jurisdictional boundaries surrounding smart grid cyber security regulation. Utility companies will benefit from clearer 
compliance guidance and reduced legal uncertainty. Governments can use these findings to draft stronger, 
coordinated energy laws. Academically, this study bridges the gap between technical cyber security research and legal 
analysis. It contributes new knowledge about regulatory accountability in critical infrastructure protection. Society 
benefits directly, since reliable energy systems protect public health and economic stability. Policymakers gain a clear 
roadmap for creating adaptive, enforceable legal frameworks. This contribution matters because energy disruptions 
affect everyone, not just specialists(Anderson, 2026). 

II. METHODOLOGY. 

This research uses a qualitative research method to examine legal mandates and cyber security vulnerabilities 
within smart grid systems. Qualitative analysis suits legal research because laws and regulations require interpretation, 
not numerical measurement. The target population includes laws, regulations, and scholarly literature addressing 
critical energy infrastructure protection worldwide. The sample focuses specifically on smart grid cyber security 
regulations, and related national frameworks. Relevant material was identified using research keywords such as smart 
grid cyber security, critical energy infrastructure law, grid liability regulation, and legal mandates for energy security. 
These keywords guided searches across scholarly databases and official regulatory portals. Data collection relied on 
scholarly articles retrieved from academic journals and official government or regulatory websites. Laws and technical 
standards were obtained directly from official regulatory and government web portals. This approach ensured that 
legal information reflects accurate, current regulatory language. 

Data analysis followed a doctrinal approach combined with documents analysis of scholarly literature. 
Doctrinal analysis examines existing laws, regulations, and legal principles governing smart grid cyber security. 
Documents analysis involved reviewing scholarly articles to identify patterns, gaps, and contradictions within current 
research. Validity and reliability were maintained by selecting recent publications, generally within the last five years. 
Older sources were included only when addressing still-applicable laws or foundational technical standards. Selected 
literature came exclusively from peer-reviewed law and technical journals relevant to cyber security and energy 
regulation. Authors included established researchers and professionals within legal and engineering fields. Each source 
was checked for peer-review status and consistent citation by other researchers. This process helped confirm that 
included material met accepted academic and legal research standards. 

Ethical considerations required using only publicly available official documents throughout this research. 
Every scholarly article referenced in this study includes proper citation, crediting original authors appropriately. This 
research involved no human participants, surveys, or collection of personal data. Therefore, no additional ethical 
approval processes were required beyond standard citation practices. Certain limitations and delimitations affect this 
research and its overall conclusions. Smart grid technology continues evolving rapidly, which may outdate specific 
technical findings over time. Cyber security laws and policies can also change quickly, sometimes faster than academic 
publication cycles. This research is delimited to publicly available legal and scholarly sources published within recent 
years. Future amendments to relevant laws may affect how applicable current conclusions remain going forward. 

III. RESULTS 
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This study examines legal mandates governing cyber security within smart grid infrastructure. Smart grids face 
growing digital threats across national and international energy networks. The research objectives guide this 
investigation toward vulnerabilities, mandates, and regulatory reforms. Each objective connects directly to specific 
findings presented in this section. The central research question asks how legal mandates can better address these 
vulnerabilities. Results below draw from recent literature examining technical and legal grid challenges. These findings 
highlight fragmented standards, unclear liability, and jurisdictional confusion within current frameworks. They also 
reveal regulatory gaps emerging from new technologies like artificial intelligence. Local energy systems face similar 
governance challenges as larger national grids. Together, these results build a clear picture of existing legal weaknesses. 
They also point toward practical directions for meaningful regulatory reform. The following sections present five key 
results answering the stated research question (Dong et al., 2022). 

Smart grids rely on many different communication protocols across regions. These protocols often lack 
unified security standards across utility networks. This fragmentation creates weak points that attackers can exploit 
easily. Older grid components frequently connect to newer digital control systems. This mixing of old and new 
technology increases the attack surface. Utilities struggle to patch vulnerabilities across such varied technical 
environments. Cyber security assessments show that inconsistent protocols slow down threat detection significantly. 
Attackers exploit these inconsistencies to move undetected within grid networks. This result directly answers the first 
research objective on vulnerabilities. It confirms that technical fragmentation is a major security weakness. Addressing 
this vulnerability requires standardized protocols across the entire energy sector. Legal mandates could require utilities 
to adopt uniform technical standards. Such mandates would close many currently exploited security gaps (Clemente, 
2018). 

Multiple regulatory bodies often oversee different parts of smart grid operations. This overlap creates 
confusion about which agency holds final authority. Utilities receive conflicting instructions from national and 
regional regulators simultaneously. Such conflicts delay urgent responses during actual cyber attack incidents. 
International comparisons show that clearer jurisdictional lines improve regulatory outcomes. Countries with single 
regulatory authorities respond faster to grid threats. This result directly answers the second research objective on legal 
mandates. It shows that current laws split authority instead of unifying it. Utilities cannot easily determine compliance 
priorities under fragmented regulatory structures. This fragmentation weakens accountability when cyber security 
incidents actually occur. Consolidating regulatory authority could resolve much of this confusion. Clear jurisdictional 
rules would strengthen enforcement across the energy sector. Policymakers should consider merging overlapping 
regulatory functions into one body (Brown et al., 2018). 

Current laws rarely specify who bears liability after a grid cyber attack. Utilities, vendors, and regulators often 
blame each other during investigations. This blame-shifting delays compensation for affected communities and 
businesses. European frameworks show some progress toward clearer liability assignment rules. However, most 
countries still lack comparable liability frameworks for smart grids. This result directly addresses the research question 
on legal reform. It reveals that liability ambiguity discourages utilities from investing proactively. Without clear 
liability, companies have weaker incentives to prevent attacks. Clear liability rules would push utilities toward stronger 
cyber security practices. Insurance markets could also develop better products with clearer liability standards. This 
would create financial incentives supporting stronger grid protection efforts. Legal reform must therefore prioritize 
clear liability assignment mechanisms. Such reform directly supports the study’s regulatory objective (Boddy, 2024). 

Utilities increasingly use artificial intelligence to manage smart grid operations. AI systems can detect threats 
faster than traditional monitoring methods. However, current regulations rarely address AI-specific risks in grid 
management. Regulators struggle to oversee decisions made by automated AI systems. This regulatory lag creates new 
legal blind spots within energy infrastructure. Existing laws were written before AI adoption became widespread in 
utilities. This result connects directly to the study's regulatory reform objective. It shows technology advancing faster 
than corresponding legal oversight mechanisms. Utilities deploying AI face unclear compliance expectations from 
current regulators. Clear AI-specific rules would help utilities deploy this technology safely. Such rules should address 
accountability when AI systems make faulty decisions. This finding strengthens the case for adaptive, technology-
aware legal frameworks (AllahRakha, 2024). 

Critical infrastructure beyond electricity also faces similar legal mandate gaps. Maritime ports increasingly 
depend on digital systems for daily operations. These ports face cyber security threats comparable to smart grid 
vulnerabilities. Current legal mandates rarely address port-specific digital infrastructure protection needs. This pattern 
mirrors weaknesses identified within smart grid regulatory frameworks. Both sectors show technology advancing 
faster than protective legal structures. This result supports the study's broader argument about regulatory 
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fragmentation. It demonstrates that legal gaps extend beyond electricity into other infrastructure. Comprehensive 
critical infrastructure laws could address multiple sectors simultaneously. Such laws would reduce duplication and 
strengthen overall national cyber security posture. This finding reinforces the need for unified critical infrastructure 
legislation. Addressing one sector alone leaves interconnected systems vulnerable to attack (Daniel et al., 2025). 

IV. DISCUSSION 

A.  Fragmented Technical Standards Increase Grid Vulnerability 

Fragmented technical standards raise a central question about grid protection today. Different countries and 
utilities use separate protocols for digital grid communication. This separation prevents smooth coordination during 
cross-border cyber security incidents. The finding matters because attackers actively search for these technical 
inconsistencies. Weak points between mismatched systems become easy targets for exploitation. Utilities operating 
older equipment often cannot support newer security protocols fully. This mismatch leaves critical infrastructure 
exposed during high-demand operational periods. Recent smart grid surveys confirm that fragmentation remains a 
persistent global challenge. Researchers continue documenting new vulnerabilities linked directly to inconsistent 
technical standards. This pattern shows the problem is neither isolated nor easily solved. Addressing it requires 
coordinated action across governments, utilities, and technology providers. Without such coordination, grid systems 
will remain structurally vulnerable to attack. This first result therefore anchors the broader discussion that follows 
(Ethirajan et al., 2025). 

Supporting evidence for this result comes from several documented grid incidents worldwide. Machine 
learning studies have measured how networks respond under simulated cyber attacks. These studies found that 
inconsistent protocols reduce overall network resilience significantly. Systems with unified standards recovered faster 
after simulated attack scenarios. Communication delays between mismatched components worsened outcomes during 
these test conditions. Legal frameworks rarely address these technical resilience factors directly within current 
regulations. This absence leaves a clear connection between weak technical standards and legal gaps. Utilities cannot 
achieve full compliance without stronger baseline technical requirements first. Policymakers reviewing this evidence 
should prioritize resilience testing before drafting new rules. Testing outcomes provide measurable proof of which 
standards actually reduce risk. This evidence strengthens the argument for mandatory technical benchmarks across the 
sector. Such benchmarks would give regulators clearer enforcement criteria going forward (Fadhil et al., 2025). 

Some limitations affect how confidently these findings apply across different regions. Many studies focus on 
specific countries with unique regulatory and technical conditions. Findings from developed energy markets may not 
transfer directly elsewhere. Smaller utilities often lack resources available to larger national grid operators. This 
resource gap can affect how quickly standards get adopted locally. Some research also relies on simulated attacks 
rather than real-world incidents. Simulations cannot fully capture the complexity of actual cyber attack behavior. 
Readers should therefore treat these findings as strong indicators, not universal proof. Long-standing regulatory 
compliance frameworks, like NERC CIP, offer partial real-world comparison points. Even established frameworks 
show mixed results in preventing every possible vulnerability. This suggests technical fragmentation is difficult to 
solve through regulation alone. Combining technical, legal, and operational solutions may produce more reliable 
outcomes (Duffey, 2018). 

Comparing regions reveals interesting contradictions within current regulatory approaches. Some countries 
adopt strict technical mandates, while others rely on voluntary guidelines. Stricter regions often show measurably 
lower rates of successful cyber attacks. However, voluntary approaches sometimes encourage faster innovation among 
smaller utility providers. This creates a genuine tension between strict control and flexible adaptation. Newer 
regulatory frameworks, like NIS2 in parts of Europe, attempt to balance both goals. Early assessments suggest mixed 
success in achieving this balance so far. Some utilities report confusion about overlapping requirements from multiple 
regulatory bodies. This confusion echoes the jurisdictional problems identified earlier in this study. It shows that 
technical fragmentation and legal fragmentation often reinforce each other. Solving one problem without addressing 
the other likely produces limited improvement. Coordinated technical and legal reform appears more effective than 
isolated efforts (Govea & Gaibor-Naranjo, 2021). 

Several outside factors also shape how fragmentation affects real-world grid security. Renewable energy 
expansion has introduced new technical components into existing grid systems. These additions increase complexity 
and create additional points requiring security consideration. Sustainability goals sometimes push rapid technology 
adoption without matching security review. This rush can unintentionally widen existing gaps between different 
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technical standards. Budget constraints further limit how quickly utilities can upgrade older infrastructure. Political 
pressure to modernize energy systems sometimes overlooks cyber security planning entirely. These pressures interact 
with technical fragmentation in ways simple analysis often misses. Recognizing these outside influences helps explain 
why progress remains slower than expected. Policymakers must consider these practical pressures when designing new 
technical mandates. Realistic timelines and funding support would improve chances of successful adoption. Ignoring 
these factors risks producing rules utilities cannot practically implement (Hu et al., 2014). 

The carries clear implications for both regulators and utility operators. Standardizing technical protocols 
should become a priority within future legal mandates. Regulators should require compatibility testing before 
approving new grid technology deployments. Utilities would benefit from clearer technical benchmarks tied directly to 
legal compliance. This clarity would reduce confusion currently caused by inconsistent voluntary guidelines. Applying 
these findings requires cooperation between international bodies and national regulators. Shared technical standards 
across borders would reduce vulnerabilities at connection points. Smaller utilities would need financial support to 
meet these updated requirements fairly. Without such support, standardization efforts risk creating new inequalities 
within the sector. Findings suggest technical and legal solutions must develop together, not separately. Policy design 
should therefore treat regulatory and technical planning as one process. This integrated approach offers the most 
practical path toward stronger grid security (Friedman, 2025). 

B.  Jurisdictional Overlap Weakens Legal Accountability 

Jurisdictional overlap raises an important question about who truly protects the grid. Multiple agencies often 
claim partial authority over smart grid cyber security matters. This shared authority sounds protective but often 
produces the opposite effect. Utilities receive different instructions from national, regional, and sector-specific 
regulators simultaneously. Confusion grows when these instructions contradict each other during real incidents. The 
significance here touches public safety directly, not just administrative convenience. Delayed decisions during cyber 
attacks can worsen outages affecting hospitals and homes. Recent regional reviews confirm that overlapping mandates 
remain common across many countries. Few nations have successfully unified their smart grid regulatory authority so 
far. This persistence shows the problem is structural, not simply a temporary oversight. Solving it requires deliberate 
legal redesign, not minor administrative adjustments. This second result therefore highlights a systemic weakness 
within current governance models (Jørgensen & Ma, 2026). 

Supporting evidence comes from detailed reviews of communication requirements across utility networks. 
Researchers found that unclear legal obligations slow down mandatory incident reporting. Utilities sometimes delay 
reporting while determining which regulator should receive information first. This delay reduces the speed of 
coordinated national or regional cyber attack responses. Studies mapping vulnerability data show reporting gaps 
concentrated in overlapping jurisdiction areas. Regions with single reporting channels showed faster incident response 
times consistently. This pattern strengthens the argument that jurisdictional clarity improves practical security 
outcomes. Clear reporting lines also help researchers track attack patterns more accurately over time. Accurate 
tracking supports better prevention strategies for future grid cyber attacks. Evidence therefore links legal clarity 
directly to measurable security performance improvements. Utilities operating under confusing jurisdiction reported 
lower confidence in compliance efforts. This confidence gap further illustrates the practical cost of overlapping 
authority (Karkhi et al., 2025). 

Certain limitations affect how broadly these findings can be applied. Many studies examine regions with 
already advanced regulatory infrastructure in place. Findings may look different in countries still building basic cyber 
security governance systems. Some research relies on utility self-reporting, which can introduce measurement bias. 
Utilities facing criticism might underreport confusion caused by jurisdictional overlap. Future research designs could 
benefit from independent regulatory audits instead of surveys alone. Sample sizes across various studies also remain 
relatively small and regionally concentrated. Readers should view these results as meaningful trends rather than 
definitive conclusions. Reviews of future research directions consistently call for larger comparative regulatory studies. 
This gap suggests more rigorous, cross-national research is still clearly needed. Despite these limits, the overall pattern 
remains consistent across the available evidence. Jurisdictional overlap repeatedly appears as a significant barrier to 
accountability (Keller et al., 2026). 

Comparing frameworks across regions reveals notable contradictions in regulatory design choices. Some 
countries centralize energy cyber security oversight within a single dedicated agency. Others split responsibilities 
between energy regulators and general cyber security authorities separately. Centralized models generally show faster 
incident coordination during documented cyber attack events. Split models sometimes offer specialized expertise but 
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at the cost of speed. Efforts toward alignment, such as coordinating NERC CIP and NIS2 standards, show promise. 
These alignment efforts try to reduce duplication between overlapping regulatory frameworks. Early results suggest 
alignment can reduce confusion without eliminating specialized oversight entirely. However, full alignment remains 
incomplete across most international jurisdictions today. This contradiction between specialization and speed 
complicates simple policy recommendations. Policymakers must weigh these trade-offs carefully when redesigning 
regulatory structures. No single model appears universally superior across every studied context (Kreso, 2024). 

Other factors also shape how jurisdictional overlap affects real-world grid protection. Political relationships 
between national and regional governments influence regulatory cooperation levels. Countries with strong 
intergovernmental cooperation manage overlap more effectively than others. Legislative changes proposed within the 
European Union illustrate this cooperative approach directly. These proposals aim to harmonize energy cyber security 
rules across member states. Budget limitations also affect how quickly agencies can restructure their authority. 
Agencies with limited resources struggle to implement coordination mechanisms recommended by researchers. Public 
pressure following major outages sometimes accelerates reform that was previously delayed. This shows external 
pressure can shift jurisdictional disputes toward faster resolution. Recognizing these outside influences helps explain 
uneven progress across different countries. Effective reform likely requires both political will and adequate regulatory 
funding together. Ignoring either factor risks producing reforms that exist only on paper (Krzykowski, 2021). 

This carries direct implications for regulators designing future accountability frameworks. Consolidating 
overlapping authority should become a clear legislative priority going forward. Regulators should define single points 
of contact for cyber security incident reporting. This clarity would reduce delays currently caused by conflicting 
instructions. Utilities would benefit from simplified compliance pathways under unified regulatory guidance. 
International cooperation remains essential, since energy grids often cross national borders. Shared frameworks would 
help prevent jurisdictional confusion at cross-border connection points. Smaller regulatory bodies may need support 
adapting to consolidated authority structures. Without such support, consolidation efforts could create new 
administrative burdens instead. Findings suggest legal clarity and political cooperation must progress together closely. 
Policymakers should treat jurisdictional reform as a foundation for broader cyber security improvement. Building this 
foundation first will strengthen every later stage of regulatory reform (Leszczyna, 2018). 

C.  Liability Rules Remain Unclear After Cyber Attacks 

Unclear liability rules raise a pressing question about accountability after cyber attacks. When a smart grid 
attack causes damage, responsibility often remains disputed. Utilities, technology vendors, and regulators frequently 
point toward each other instead. This confusion matters because victims struggle to receive timely compensation 
afterward. Communities affected by prolonged outages face real economic and safety consequences. Without clear 
liability, recovery processes become slower and more contentious overall. Architectural security frameworks show that 
technical protection alone cannot solve this problem. Even well-designed systems require clear legal rules assigning 
responsibility when failures occur. Recent framework proposals attempt to combine technical resilience with clearer 
accountability structures. This combination suggests liability clarity is now recognized as equally important. Legal 
ambiguity therefore represents a structural weakness, not simply an oversight. This third result highlights how legal 
and technical protection must work together (Liatifis et al., 2020). 

Supporting evidence comes from comparing compliance-based and risk-based regulatory approaches directly. 
Compliance-based models require utilities to follow fixed, predetermined security checklists strictly. Risk-based 
models instead ask utilities to manage risks according to specific circumstances. Studies comparing both approaches 
found risk-based models encourage more proactive utility behavior. However, risk-based models also create ambiguity 
about which standard applies during disputes. This ambiguity directly affects how liability gets assigned after an 
incident. Utilities following flexible risk-based rules sometimes escape clear responsibility more easily. Fixed 
compliance models, though rigid, provide clearer benchmarks for assigning fault. This trade-off shows no single 
regulatory model perfectly solves the liability problem. Evidence suggests combining both approaches might balance 
flexibility with clearer accountability. Some jurisdictions have begun testing hybrid models incorporating elements of 
each. Early results indicate potential improvement, though comprehensive data remains limited (Lin & Saebeler, 
2023). 

Certain limitations affect confidence in drawing broad conclusions from this evidence. Much existing research 
focuses primarily on North American and European regulatory contexts. Developing regions with different legal 
traditions receive comparatively little scholarly attention. This narrow focus limits how well findings apply globally 
across diverse systems. Some studies also rely on historical incident data, which may not reflect emerging risks. 
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Rapidly evolving grid technology can outpace lessons drawn from older case studies. Researchers acknowledge these 
limitations while calling for continuously updated liability research. National technical guidance documents attempt to 
address gaps, but adoption varies widely. Not every utility fully implements recommended cyber security profiles 
within required timeframes. This inconsistent adoption further complicates efforts to standardize liability 
expectations. Readers should therefore treat these findings as evolving rather than fully settled. Continued monitoring 
remains necessary as both technology and regulation keep changing (Marron et al., 2019). 

Comparing renewable and traditional power systems reveals additional contradictions worth noting. 
Renewable-dominated grids often rely on newer, less standardized communication protocols. These systems show 
different vulnerability patterns compared to traditional fossil fuel infrastructure. Studies found that established 
compliance standards sometimes fail to address renewable-specific risks. This mismatch creates protocol gaps not 
fully covered by existing liability frameworks. Utilities transitioning toward renewable energy face uncertainty about 
which rules actually apply. This uncertainty complicates liability assignment during cyber attacks on hybrid energy 
systems. Traditional frameworks assumed a simpler, more centralized grid structure than exists today. Modern grids 
distribute generation across many smaller, interconnected renewable sources instead. This structural shift challenges 
liability models designed for older centralized systems. Policymakers must reconsider whether existing frameworks fit 
this changing energy landscape adequately. Ignoring this shift risks leaving new vulnerabilities without any clear legal 
owner (AllahRakha, 2023). 

Broader policy and economic factors also influence how liability disputes actually unfold. National energy 
strategies increasingly prioritize grid modernization alongside cyber security investment. However, modernization 
funding often targets technology upgrades over legal framework development. This imbalance leaves liability rules 
lagging behind rapid infrastructure change. Insurance markets also shape utility behavior, since coverage terms reflect 
assigned liability. Unclear liability makes insurance pricing difficult and sometimes discourages proactive risk 
management. Long-term energy planning reports acknowledge these interconnected legal and economic challenges 
directly. Such reports recommend integrated planning that considers legal, financial, and technical factors together. 
Political attention following major national outages sometimes accelerates liability-related policy discussions. This 
attention, though valuable, often fades before comprehensive reforms get finalized. Sustained policy focus appears 
necessary to translate temporary attention into lasting change. Without sustained focus, liability ambiguity will likely 
persist despite growing public concern (National Academies of Sciences, Engineering, and Medicine, 2018). 

This carries clear implications for lawmakers designing future liability frameworks. Establishing standardized 
liability rules should become a priority within energy legislation. Clear rules would give utilities stronger incentives 
toward proactive cyber security investment. Regulators should also consider how renewable energy changes traditional 
liability assumptions. Updated frameworks must accommodate distributed generation, not just centralized power 
systems. International cooperation would help align liability standards across interconnected regional power grids. 
Insurance industries could benefit from clearer legal benchmarks when designing coverage products. Utilities would 
gain predictability, allowing better long-term cyber security investment planning. Comprehensive reform requires 
coordination between legal, technical, and economic policy areas. Treating these areas separately risks producing 
incomplete or ineffective liability solutions. Policymakers should therefore pursue integrated reform addressing all 
interconnected factors together. This approach offers the clearest path toward resolving persistent liability uncertainty. 
(Markopoulou, 2021). 

D.  Emerging AI Systems Outpace Current Regulatory Frameworks 

Emerging AI systems raise a fresh question about who controls automated grid decisions. Utilities now use 
artificial intelligence to detect threats and manage operations. These systems can react faster than human operators 
during sudden attacks. However, few legal frameworks address decisions made by automated AI systems. This gap 
matters because faulty AI decisions could cause serious operational failures. Automated errors might trigger outages 
affecting hospitals, transport, and emergency services. Current threat assessments confirm attackers increasingly target 
AI-driven grid management systems. This targeting shows AI adoption creates new risks alongside its clear benefits. 
Existing mitigation strategies rarely account for AI-specific vulnerabilities within legal compliance requirements. This 
absence reveals how quickly technology has outpaced regulatory preparation. Addressing this gap requires updated 
rules speaking directly to automated decision-making. This fourth result highlights an urgent, still-developing area of 
legal concern (Owusu, 2021). 

Supporting evidence comes from documented vulnerabilities found within AI-enabled grid components. 
Researchers identified specific attack methods designed to manipulate automated threat detection systems. These 
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methods can trick AI models into ignoring genuine cyber security threats. Mitigation strategies currently rely mostly 
on technical safeguards rather than legal requirements. Few utilities face mandatory reporting obligations specifically 
covering AI-related security failures. This absence makes it difficult to track how often such failures occur. Available 
data suggests AI-related incidents remain underreported compared to traditional cyber attacks. Underreporting limits 
how well regulators understand the true scope of this risk. Stronger reporting requirements would help build a clearer 
picture over time. This evidence supports calls for AI-specific legal reporting standards within energy law. Without 
such standards, both researchers and regulators operate with incomplete information. Better data collection would 
directly improve future policy design efforts (Paul et al., 2024). 

Some limitations affect how confidently these findings apply across different countries. Much existing 
research focuses on utilities within technologically advanced energy markets. Smaller national grids may lack resources 
to deploy comparable AI systems yet. This difference limits how broadly AI-specific findings can be generalized 
globally. National legal strategies addressing energy cyber security vary significantly between countries studied. Some 
nations have begun drafting AI-specific provisions within broader energy protection laws. Other countries have not 
yet addressed AI risks in any formal legislation. This uneven progress makes direct comparison between countries 
somewhat difficult currently. Researchers acknowledge that AI adoption rates will likely change these patterns quickly. 
Findings should therefore be understood as an early snapshot, not a fixed picture. Continued monitoring remains 
essential as AI adoption spreads into smaller grid systems. Future studies will likely refine understanding as more data 
becomes available (Pavel, 2026). 

Comparing supply chain oversight with AI-specific oversight reveals an interesting contradiction. Some 
frameworks require detailed reporting for hardware and software supply chains. These same frameworks often 
overlook AI models trained on external or shared data. This inconsistency creates uneven scrutiny across different 
parts of the grid system. Supply chain vulnerabilities receive more structured attention than AI-driven decision risks 
currently. Integrated management strategies suggest combining both areas under one oversight framework. Such 
combination would treat AI models as part of the broader supply chain. This approach could close gaps currently left 
unaddressed by narrower frameworks. Early proposals along these lines remain limited but represent a promising 
direction. Utilities adopting integrated oversight report better visibility into overall system vulnerabilities. This 
comparison suggests fragmented oversight approaches may quietly increase overall risk. Consistent oversight across 
supply chains and AI systems appears clearly more effective (Petrilean, 2025). 

Other factors also influence how AI adoption interacts with legal oversight gaps. Energy efficiency goals push 
utilities toward faster AI integration across grid operations. This speed sometimes outpaces careful legal review of 
associated risks. Regulatory requirements addressing grid-friendly technology interaction remain relatively new and 
still developing. These requirements focus mainly on technical performance rather than legal accountability structures. 
Budget pressures also shape how thoroughly utilities test AI systems before deployment. Rushed deployment 
increases the chance of undetected vulnerabilities within automated systems. Political enthusiasm for smart technology 
sometimes overshadows careful risk assessment processes. This enthusiasm can delay necessary legal safeguards until 
after problems actually emerge. Recognizing these outside pressures helps explain why regulation continues lagging 
behind adoption. Balancing innovation speed with careful oversight remains a persistent practical challenge. 
Policymakers must weigh these competing pressures when drafting realistic AI regulations (Pieroni et al., 2023). 

This carries direct implications for regulators addressing emerging grid technologies. Legal frameworks 
should explicitly address accountability for automated AI-driven decisions. Regulators should require testing and 
certification before deploying AI within critical operations. Utilities would benefit from clearer standards defining 
acceptable AI performance thresholds. Renewable energy integration adds further complexity, since storage systems 
also rely on automation. Comprehensive rules should therefore address AI across both traditional and renewable grid 
components. International cooperation would help establish consistent AI safety standards across borders. Smaller 
utilities may need technical and financial support adopting these new standards. Without support, regulatory gaps 
could widen between advanced and developing energy markets. Findings suggest legal reform must move as quickly as 
the technology itself. Delayed action risks leaving critical infrastructure exposed to unaddressed automated risks. 
Proactive regulation offers the clearest path toward safely integrating AI technology (Rashid et al., 2025). 

E.  Sector-Specific Gaps Reveal Broader Regulatory Weakness 

Sector-specific gaps raise an important question about how narrowly current laws focus. Many legal mandates 
target electricity grids while ignoring related critical infrastructure sectors. This narrow focus leaves interconnected 
systems, like ports, without comparable legal protection. The significance here extends beyond electricity into broader 
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national infrastructure security. Automation and control systems used across sectors often share similar technical 
vulnerabilities. Weak protection in one sector can create risks affecting connected systems elsewhere. Recent 
compliance reviews confirm that automation standards vary widely between different infrastructure types. Electricity 
grids receive more detailed compliance requirements than many comparable digital systems. This inconsistency shows 
regulatory attention has developed unevenly across critical infrastructure sectors. Recognizing this unevenness helps 
explain why isolated regulation produces incomplete protection. This fifth result therefore points toward a systemic 
pattern beyond one sector alone (Rubio et al., 2025). 

Supporting evidence comes from comparing security standards across various infrastructure sectors directly. 
Electricity-focused guidelines often provide detailed technical and communication security requirements. Comparable 
guidelines for other infrastructure sectors remain less developed or less enforced. Reviews of these standards found 
meaningful differences in guidance depth and clarity. Sectors with older, well-established standards show more 
consistent security implementation results. Newer or less regulated sectors show greater variation in actual security 
practices. This variation suggests standard maturity strongly influences real-world protective outcomes. Utilities 
operating across multiple sectors sometimes struggle to align differing compliance expectations. Such misalignment 
increases administrative burden without necessarily improving overall security. Evidence therefore supports extending 
mature standards toward less-developed critical infrastructure sectors. Doing so could raise baseline protection 
without requiring entirely new frameworks. This approach offers a practical, evidence-based path toward broader 
infrastructure protection (Ruland et al., 2017). 

Certain limitations affect how confidently these cross-sector findings can be generalized. Much existing 
research examines electricity grids more thoroughly than other infrastructure types. Comparable studies covering 
ports, water systems, or transportation remain comparatively limited. This imbalance makes direct sector comparisons 
somewhat difficult based on current literature. Artificial intelligence adoption across sectors also varies, complicating 
consistent risk assessment further. Reviews addressing AI-based security frameworks note uneven data availability 
across different industries. Some sectors publish detailed incident reports, while others share very little public 
information. This inconsistency limits how thoroughly researchers can compare true security performance. Readers 
should therefore treat cross-sector conclusions as suggestive rather than fully conclusive. Continued research across 
multiple infrastructure sectors would strengthen confidence in these patterns. Expanding data collection beyond 
electricity would help validate whether findings truly generalize. Such expansion remains an important direction for 
future critical infrastructure research (Sivakumar et al., 2026). 

Comparing regional approaches reveals contradictions in how governments prioritize different infrastructure 
sectors. Some European energy transition policies address cyber security across multiple connected infrastructure 
systems. Other regional strategies still treat each infrastructure sector as entirely separate. Studies examining European 
energy transition efforts found integrated approaches improved overall resilience outcomes. Fragmented approaches, 
by contrast, often left connection points between sectors poorly protected. This contradiction highlights ongoing 
disagreement about whether integration truly improves practical security. Some regulators worry integration creates 
overly complex, difficult-to-manage compliance systems instead. Others argue fragmentation simply hides existing 
vulnerabilities rather than reducing them. Available evidence generally favors integration, though implementation 
challenges remain acknowledged. This comparison suggests policy design should weigh complexity concerns against 
demonstrated resilience benefits. Balancing these competing considerations remains an ongoing challenge for regional 
policymakers. Future policy experiments may help clarify which approach performs better long-term (Suorsa, 2026). 

Other factors also influence how sector-specific gaps develop and persist over time. Different standards 
bodies often work independently without coordinating overlapping technical requirements. This independence creates 
inconsistencies between standards meant to address similar underlying risks. Harmonization efforts between separate 
technical standards remain incomplete across many jurisdictions currently. Budget priorities also shape which sectors 
receive stronger regulatory attention first. Sectors with greater public visibility, like electricity, often attract earlier 
regulatory focus. Less visible sectors risk receiving inadequate attention until a major incident occurs. Political urgency 
following visible failures sometimes drives faster harmonization between competing standards. This reactive pattern 
suggests proactive harmonization could prevent unnecessary regulatory delay. Recognizing these institutional and 
political factors helps explain uneven regulatory development patterns. Addressing them requires coordinated action 
among standards bodies, regulators, and policymakers. Such coordination would reduce inconsistency currently found 
across various infrastructure sectors (Suman et al., 2024). 

This broad implications for lawmakers designing critical infrastructure protection strategies. Comprehensive 
legislation should extend proven electricity-sector standards toward comparable infrastructure sectors. Regulators 
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should identify shared vulnerabilities across sectors before drafting separate, isolated rules. Utilities operating across 
multiple sectors would benefit from harmonized compliance requirements overall. This harmonization would reduce 
administrative burden while strengthening protective coverage. International cooperation remains valuable, since 
infrastructure vulnerabilities often extend across national borders. Smaller sectors may require additional support 
adapting to stronger regulatory expectations. Without support, uneven protection between sectors will likely persist 
despite good intentions. Findings suggest unified critical infrastructure legislation offers the most effective long-term 
solution. Treating sectors separately risks leaving predictable gaps that future attackers may exploit. Policymakers 
should therefore prioritize integrated, cross-sector legal reform going forward (Szczepaniuk et al., 2025). 

F.  Implication 

These findings challenge the traditional assumption that technical security alone protects critical 
infrastructure. Existing frameworks often separate engineering solutions from legal accountability structures entirely. 
This research shows both dimensions must develop together for real protection. Positive implications include clearer 
pathways toward standardized, enforceable cyber security requirements across utilities. Negative implications include 
short-term compliance costs for smaller, resource-limited energy providers. Policymakers gain practical direction for 
consolidating fragmented jurisdiction and clarifying liability. Current legal frameworks struggle because technology 
evolves faster than legislative processes allow. Artificial intelligence and renewable integration further expose 
weaknesses within outdated regulatory structures. Applying these findings means governments must update laws 
alongside emerging grid technologies. Potential changes include unified reporting channels, mandatory technical 
standards, and clearer liability assignment rules. Utilities, regulators, insurers, and everyday consumers all stand to 
benefit from reform. Reliable energy systems protect hospitals, transportation, and essential daily services for entire 
communities. Real-world application requires coordinated action among national governments, international bodies, 
and utility operators. Limitations remain, since research concentrated mainly on developed regions with established 
regulatory systems. Developing regions may require different strategies suited to local resource constraints. Despite 
these limitations, the overall direction remains clear and actionable. Legal and technical reform must proceed together 
to secure future critical energy infrastructure. 

CONCLUSION 

Digital energy systems now sit at the center of modern life and national security. Legal protection for these 
systems remains fragmented, unclear, and often outdated. This research examined how cyber security vulnerabilities 
and legal mandates intersect within critical energy infrastructure. Weak technical standards, overlapping jurisdiction, 
unclear liability, and slow regulatory adaptation all emerged as connected problems. Fragmented technical protocols 
create openings that attackers actively exploit across utility networks. Overlapping regulatory authority delays urgent 
decisions during real cyber security incidents. Unclear liability discourages utilities from investing proactively in 
stronger protective measures. These issues do not exist separately; they reinforce one another within a single 
vulnerable system. Emerging technologies like artificial intelligence and renewable integration add further complexity 
to already strained frameworks. Together, these findings show that legal reform cannot happen sector by sector. 
Meaningful protection requires connecting legal, technical, and institutional solutions within one coordinated 
approach. 

These findings carry weight far beyond electricity providers and energy regulators alone. Reliable power 
supports hospitals, transportation, communication, and countless essential daily services worldwide. A single 
unresolved legal gap can therefore affect entire communities during a crisis. Consolidated jurisdiction, standardized 
technical requirements, and clear liability rules could transform current regulatory weaknesses into strengths. 
Governments pursuing energy modernization and cyber security initiatives can apply these findings directly within 
policy design. Regulators drafting updated frameworks now have a clearer picture of interconnected legal weaknesses. 
Utilities gain practical direction for aligning technical upgrades with anticipated legal requirements. Insurance 
providers, technology vendors, and international partners also benefit from clearer regulatory expectations. This 
shared benefit reflects how deeply energy security touches everyday economic and social life. Addressing these gaps 
protects not just infrastructure, but the people who depend on it daily. 

Future research should examine how emerging technologies continue reshaping legal accountability within 
energy systems. Artificial intelligence, distributed renewable generation, and cross-sector infrastructure connections 
deserve closer, ongoing legal attention. Comparative studies across developing regions would also strengthen 
understanding beyond currently studied advanced economies. Researchers might explore how international 
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cooperation could support consistent global cyber security standards. Questions remain about balancing innovation 
speed with careful, effective regulatory oversight. Policymakers should treat this research as a starting point for 
practical legislative action. Building unified, adaptable legal frameworks now will prevent larger crises later. Energy 
systems will keep evolving, and the laws protecting them must evolve just as quickly. This ongoing challenge demands 
continued attention from legal scholars, engineers, and policymakers together. Only sustained, coordinated effort will 
keep critical energy infrastructure secure for future generations. 
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